Abstract-The increasing maturity of cloud computing has led many companies to store critical information in the cloud. The privacy preserving in the cloud storage still remains major concern because the management of the data might not be fully trustworthy. Privacy preserving brings in concern for data confidentiality. In this paper, the work pays more attention to the issues involved in the data confidentiality and service availability. It proposes an improved scheme of privacy preserving based on Lagrange interpolation which uses multi-clouds instead of single cloud service provider. Compared with its previous data hiding scheme based on Lagrange interpolation algorithm and Multiclouds, this improved scheme only uses Lagrange interpolation to ensure both data confidentiality and service availability . The experiment was done through deploying this system in four clouds. It shows that the improved scheme outperforms the existing multi-clouds researches in terms of the cost of storage space and performance in the situation that data confidentiality and service availability are ensured.
INTRODUCTION
Current trends show that the increasing maturity of cloud computing technology will lead many organizations to migrate their IT infrastructure to cloud service providers [1] . Even governments and companies maintain critical data in the cloud. The fast access to applications or the decreasing of the infrastructure costs are provided by cloud computing [2] .
Although the cloud storage service brings many benefits, the privacy preserving in cloud storage services is considered to be one of the critical issues due to the valuable stored information for users in the cloud. Cloud service providers should address privacy preserving issues as a matter of high and urgent priority [3] . This paper pays more attention to the issues related to the data confidentiality and service availability. It proposes an improved scheme of privacy preserving based on Lagrange interpolation which uses multi-clouds instead of single cloud service provider, such as in Amazon cloud service [4] . It is found that the research into the use of multi-clouds providers to maintain security has received less attention from the research community than has the use of single clouds [5] . So the researches about multi-clouds are relatively less.
The previous data hiding scheme based on Lagrange interpolation algorithm and Multi-clouds [6] uses Reed Solomon coding to ensure service availability. On the other hand data confidentiality is ensured through Lagrange interpolation. In this paper, the proposed improved scheme only uses Lagrange interpolation to ensure data confidentiality and service availability simultaneously. So the response times of data uploaded and downloaded will have a more significant improvement than the previous data hiding scheme.
The performance of the previous data hiding scheme is superior to the DEPSKY-CA [6] . So, it can be concluded that the improved scheme is superior to the previous data hiding scheme and DEPSKY-CA [8] in term of the performance in the situation that data confidentiality and service availability are ensured. And compared with MCDB [9] , the previous data hiding scheme and the improved scheme cost the less storage spaces.
The remainder of this paper is organized as follows. Section 2 reviews the previous data hiding scheme, then the improved scheme of privacy preserving based on Lagrange interpolation is proposed. Section 3 describes the realization of the improved scheme, with a thorough data flow explanation. Section 4 analyses and evaluates the improved scheme by experiment and theory. Section 5 concludes the paper with the suggestion of future work.
II. RELATED WORK
The security researches in single cloud service provider have some limitations, such as the failure of service availability, the malicious insiders in single cloud and vender lock-in issue. So the term "multi-clouds" was introduced by Vukolic [7] . Existing researches have focused on the multi-clouds environment [8~12] which control several clouds and avoid dependency on any one individual cloud.
A. Overview of the Lagrange Interpolation Algorithm
In the previous data hiding scheme [6] , the basic principle of the Lagrange interpolation algorithm has been introduced. It can be used to hide the data value.
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B. The Proposing of The Improved Scheme
In the previous data hiding scheme, the limitations of existing multi-clouds researches have been discussed. DEPSKY-CA has a relatively low performance. MCDB consumes more storage spaces.
The previous data hiding scheme [6] uses Reed Solomon coding to encode the data blocks to generate a redundant block. Then Lagrange interpolation is used to hide each data block.
The basic principle is shown in Fig I, suppose that the size of D is 9 bytes, where 1 2 3 9 , , , , x x x are used to construct the interpolation polynomial with degree 2. Another three independent variables 1 2 3 , , that are different from 1 2 3 , , x x x are put into the polynomial, 1 2 , ,
will be hidden by 1 2 , ,
So the previous data hiding scheme uses Reed Solomon coding to ensure service availability, and uses Lagrange interpolation to ensure data confidentiality.
While as mentioned in section 2.1, If n>k, the Lagrange interpolation algorithm also can generate the redundancy. So the previous scheme can be improved. Fig II presents the basic idea to improve the previous scheme. For the data D, each three bytes 1 2 , ,
and three x values 1 2 3 , , x x x are used to construct the interpolation polynomial with degree 2. Then another four independent variables 1 2 3 4 , , , are put into the polynomial. Thus, 1 2 3 , , d d d will be hidden by 11 Lagrange interpolation FIGURE II. THE IDEA OF AN IMPROVED SCHEME Based on the above discussion, it can be observed that Lagrange interpolation can ensure data confidentiality and service availability at the same time. So an improved scheme of privacy preserving based on Lagrange interpolation is proposed.
And the response times of data uploaded and downloaded will have a more significant improvement than the previous data hiding scheme.
III. THE IMPROVED SCHEME OF PRIVACY PRESERVING
This section presents the architecture of the improved scheme, and then describes the specific achievement of the improved scheme.
The achievement of the improved scheme is based on two assumptions: data integrity is ensured; different cloud service providers will not collude with each other.
A. The Architecture of the Improved Scheme
Fig III presents the architecture of the improved scheme. As shown in Fig III, it deploys the system on four cloud service providers. The client performs Lagrange interpolation algorithm. The data is handled into four blocks to store in the four clouds. 
B. The Specific Process of the Improved Scheme
As the previous data hiding scheme, this improved scheme also contains two parts, data uploaded and data downloaded.
1) The Steps of Data Uploaded
Step 1: The client uses Lagrange Interpolation algorithm to handle the D into four blocks.
Step 2: The four blocks and related information will be uploaded into four cloud service providers.
The details of the Lagrange interpolation how to handle the data can be described in the algorithm 1. In algorithm 1, , , ,
are used to construct the interpolation polynomial with degree 2. The four independent variables 1 2 3 4 , , , will be substituted into the polynomial. Finally, the original 1 2 , , After that, the four parts 1 1   2  2  3  3  4  4 , ,
D will be stored in four cloud service providers randomly, as shown in Fig IV. The original three independent variables 1 2 3 , , x x x are kept secret by the data owner. 
2) The Steps of Data Downloaded
Due to the Lagrange interpolation generates a redundancy. So user can download data blocks from three cloud service providers. Suppose that the user downloads data information from cloud 1, cloud 3 and cloud 4.
Step1: 1 2 3 , , D D D and 1 2 3 , , are downloaded from three cloud service providers.
Step 2: The client gets 1 2 3 , , x x x from the user, and then adopts Lagrange Interpolation to handle the downloaded data blocks.
The following algorithm 2 describes the details of Lagrange Interpolation algorithm to handle data blocks.
Algorithm 2: Lagrange interpolation algorithm to recover the original data Input: 1 2 3 , , 1 2 3 , , and 1 2 3 , ,
Output: The original data D. 
IV. IMPLEMENTATION AND EVALUATION

A. The Implementation
The experimentation that is used to examine the improved scheme is written in Java. The multi-clouds system is deployed by four Cassandra databases. The design of the interface uses SWT.
B. Evaluation 1) Service availability & data confidentiality analysis
In the previous data hiding scheme, the service availability has been proved. Similarly, this improved scheme uses
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Lagrange interpolation algorithm produces the redundancy block. So it can tolerate one cloud fails. Thus the service availability is ensured.
The previous data hiding scheme and DEPSKY-CA ensure the data confidentiality at the same level. Now the data confidentiality analysis of the improved scheme will be done in three situations.
1) The data information in one cloud is revealed
If the data information 1 1 , D is revealed, the malicious attacker gets no information about the original data D. So data confidentiality is ensured in this situation.
2) The data information in two clouds is revealed For example, the data information 2 2 , D and 3 3 , D is attacked by the malicious attacker. , t D 2t 2 2 , 3 and 2 , t interpolation polynomials with degree 2 can be defined in the following.
In (2) 
Each interpolation polynomial with degree 2 needs three equations to rebuilt, while each equation group only has two equations. So (3) cannot reconstruct the 1 L x to t L x . Thus in this situation, data confidentiality is also ensured.
3) The data information in three clouds is revealed Although the t interpolation polynomials with degree 2 are rebuilt, the three values 1 2 3 , ,
x x x are kept by the user. Of course the malicious attacker can try to use a large amount of computation to crack the three x values. So in this situation, the original data might be recovered.
As analyzed in the previous research [6] , if the three data blocks are obtained by the malicious attacker the original data might be recovered in the previous data hiding scheme and DEPSKY-CA.
So it can be concluded that the previous data hiding scheme, the improved scheme and the DEPSKY-CA ensure data confidentiality at the same level.
2) Performance analysis
In the previous data hiding scheme, the cost of time between Lagrange interpolation algorithm and AES when the data with different size is handled has been compared as shown in fig V. FIGURE V. TIME COMPARISON BETWEEN LAGRANGE INTERPOLATION AND AES DEPSKY-CA uses AES for symmetric cryptography to achieve confidentiality. So it will need much time in the processes of data upload and data download. Now the response time of the data uploaded is compared between DEPSKY-CA, the previous data hiding scheme and the improved scheme considering five data unit sizes: 10KB, 100KB, 500KB, 1MB and 10MB. Then the response time of the data downloaded is compared between three schemes considering five data unit sizes: 10KB, 100KB, 500KB, 1MB and 10MB. Through performance analysis, it can be proved that the improved scheme outperforms the DEPSKY-CA system and the previous data hiding scheme for both data uploaded and downloaded operations.
3) Storage space analysis
In MCDB, the data is handled by the secret sharing algorithm [13] . So in each cloud, the data will be stored in whole. While, the previous data hiding scheme and the improved scheme store one third data in each cloud. Table I describes the whole cost of storage space in MCDB, the previous data hiding scheme and the improved scheme when the data size is S bytes.
TABLE I. THE COST OF STORAGE CAPACITY
Scheme
Storage space
The previous scheme
S/3+S
The improved scheme S/3 +S MCDB S*3
Through the above storage space analysis, the improved scheme and our previous data hiding scheme cost the same storage space. MCDB needs more storage space.
After service availability analysis, data confidentiality analysis, performance analysis and storage space analysis, It can be observed that the improved scheme outperforms the DEPSKY-CA and the previous data hiding scheme in term of the response times of data uploaded and downloaded, outperforms the MCDB system in term of the cost of storage space in the situation that data confidentiality and service availability are ensured.
V. CONCLUSION AND FUTURE WORK
On the basis of the previous data hiding scheme, this paper proposes an improved scheme of privacy preserving based on Lagrange interpolation. The improved scheme mainly improves the performance of the previous data hiding scheme by using Lagrange interpolation to ensure both service availability and data confidentiality.
In the previous data hiding scheme and the improved scheme, if three data blocks are attacked by the malicious attacker, the interpolation polynomial will be reconstructed. The original data might be recovered by large computation. So in the future, the work can continue to research on this aspect.
